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1.                          INTRODUCTION 

Information hiding is a very old science. 

During the time of ancient Greece (Kahn, 1996) many 

stories narrated has shown use of the science of 

„Information hiding‟ for conveying a secret message. 

Information hiding can be achieved using 

Cryptography, Steganography and Watermarking. 

Cryptography is a technique in which a message is 

scrambled so that it cannot be understood (Dutta et al., 

2009). Steganography means covered writing (SANS, 

2001). In this technique the primary concern is how to 

keep the existence of a message secret. Detection of the 

existence of any hidden data will be considered as a 

failure. Capacity, security and robustness are three 

parameters that can be used to measure the performance 

of any steganographic method. Watermarking is a 

technique used to embed an indelible mark on the host 

data for the establishment of identity or ownership 

(Dutta et al., 2009). 
 

The steganographic techniques can be 

classified on the basis of the hiding medium as well, e.g. 

Text based steganography, Audio steganography and 

Image steganography (Raphael and Sundaram, 2011). 

The signal used to hide data is termed as „Cover‟ signal, 

while after embedding the data the signal is known as 

„Stego‟ signal.  
 

Another way of classification is based on the 

domain in which steganography techniques are 

implemented. For example Time/Spatial Domain and 

Transform Domain. Discrete Cosine Transform (DCT) 

and Discrete Wavelet (DW) domain are examples of 

two techniques used in transform domain (Cvejic, 2004).  

 

2.            MATERIALS AND METHODS 

2.1 Previous Work 

In time domain many algorithms has been 

implemented earlier to hide data using Least Significant 

Bit(s). In one of the earliest methods discussed in 

(Gopalan, 2003), only one bit was embedded at different 

bit positions in the host audio signal. No great 

difference in the original (host) and stego signals were 

detected.  XOR operation was performed during the 

insertion, so not all the bits located at Least Significant 

Bit position were changed. However inserting data at 

higher bit positions showed that if the message bit to be 

embedded is different from the original host bit then the 

noise produced will be noticeable.  
 

Another algorithm (Cvejic and Seppänen, 

2004) suggested that the embedding error can further be 

reduced if the bits of the host sample, other than the 

watermark bit, are flipped in such a way that minimizes 

the embedding error.  
 

To improve the data rate, another method 

proposed that the values of the first 2 Most Significant 

Bits (MSBs) will be checked to decide the number of 

inserting message bits without any noticeable distortion. 

The capacity can be found by using the following 

formula (Kekre et al., 2010). 
 

CP=C4*7+C3*6+C2*5+C1*4  
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Some other algorithms were also proposed in 

(Zamani,  et al., 2009)   (Singh  and   Aggrawal, 2010)  

 

(Gopalan and Shi, 2010) (Marvel, 2002) (Sharma, 

2011). However in all the algorithms proposed earlier a 

trade off can easily be observed i.e. by increasing the 

capacity of hiding data the distortion in the host signal 

(cover) will also increase. Thus if we want to get less 

distortion the data rate (capacity) must decrease.  

 

2.2 Proposed Variable Least Significant Bits 

Algorithms 

The main objective of this research is to 

propose some efficient techniques for data hiding, using 

Multiple Least Significant Bits technique. These 

schemes should have higher capacity as well as better 

quality, when compared with earlier algorithms 

implemented. Matlab a high-level technical computing 

language and product of mathworks will be used as a 

simulation tool. The measuring parameters will be 

Signal to Noise Ratio (SNR), Peak SNR (SNR), Mean 

Squared Error (MSE) and Root MSE (RMSE). 

 

a. Modified Multiple Least Significant Algorithm  

In this proposed algorithm the work of       

Kekre et al. (Kekre et al., 2010) has been modified. 

Kekre et al. used two Most Significant Bits (MSBs) to 

select the number of embedding bits. In our proposed 

algorithm, an attempt has been made to make it more 

efficient by reducing the difference between the values 

of stego audio and original host audio signals. For this 

purpose, the following algorithm has been applied. On 

the sender side first the values of the MSBs are checked, 

and the message bits are inserted accordingly. If MSBs 

are 1 1, so 7 bits are embedded. Similarly 6 secret 

message bits are embedded for 1 0, 5 bits for 0 1 and 4 

bits for 0 0. (Let ‘n’ represent the number of message bit 

inserted). 
 

After embedding the message bits, the bit value 

of the stego sample at bit location n is found. Similarly 

the bit values of the host (cover) audio at position n and 

n+1 are also found. On the basis of these bit values (1 or 

0), the value of the bit located at n+1 is complemented. 

As a result of this change, the difference between the 

host (cover) audio signal and the stego audio signal 

must be reduced. If this does not happen or the 

difference increases so no change will be made at bit 

position n+1.  Applying this technique showed a great 

improvements in the results in terms of SNR, PSNR, 

MSE, RMSE without affecting the capacity. At the 

receiving side by checking the values of the MSBs the 

embedded message bits can be retrieved easily. 
 

b. Applying Simple Xoring Method 

In this approach message bits are not 

embedded directly, in fact each message bit is first 

Xored with its corresponding bit in host audio sample 

and the result is than inserted at its location in the host 

(cover) sample. To further improve the results , the 

modifications proposed in Modified MLSBs algorithm, 

are also implemented here i.e. after Xoring the values of 

the n and n+1 are shuffled as per above described 

technique if required. It can be seen that while using 

simple Xoring the results can be made more desirable. 

However at the receiver side we will require a copy of 

the host (cover) sample. With the help of this host 

(cover) sample and the received stego signal the 

embedded message can be retrieved easily. 

 

c. Combining Modified-MLSBs and Xoring 

techniques 

In the previous two proposed techniques, it 

could have been observed that depending on the values 

of the host (cover) sample and the secret message in 

some scenarios these methods gives very good results, 

while in few other, the results may be worse. For 

example consider a host sample  = 1 1 1 1 1 1 0….1 1 0 

2 =2457610      and  message bits = 1 1 1 1 0 0 0 . Now if 

direct embedding method is used so the output stego 

sample will be   1 1 1 1 0 0 0….1 1 0 2 =2463910  On the 

other hand using Xoring method will give stego sample 

= 0 0 0 0 0 0 0..1 1 0 2 =2459110 .  

 

It shows that in this example using Xoring 

method will give good results as compared to Multiple 

LSBs (or its modified version).  
 

In order to get better results both of these 

methods proposed earlier are combined in such a way 

that one bit is reserved as an indicator to the type of 

method used for each sample. Thus depending on the 

results for each sample, one of the two methods will be 

selected and implemented for each sample. Thus the 

quality will be increased to a remarkable level at the 

cost of decrease in capacity of „one‟ bit per sample. 
 

In this proposed scheme, first Modified 

Multiple Least Significant Algorithm is applied and the 

difference between the stego sample and the host 

(cover) audio sample is calculated then Xoring method 

is applied and the difference is calculated. Based on the 

results of the difference, one (out of two) method is 

selected and for indication a „1‟ (for Mod-MLSBs) and 

„0‟ (for Xoring method) is inserted at bit 1 position (no 

message is embedded at this location). 
 

In the above mentioned example using simple 

Xoring would give better result so we will use Xoring 

method and will insert a 0 at bit 1 position of stego 

sample. At the receiver, first the value of the bit 1 of the 

stego sample is examined and then the retrieving 

method is used accordingly. However on the receiver 

side the copy of host (cover) sample will be necessary. 
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d. Enhanced Variable Least Significant Bits 

Algorithm 

In this proposed algorithm, an attempt has been 

made to decrease the distortion in the stego signal and 

recover it on the receiver side without any limitations. 

Following steps are followed to implement this 

algorithm.  

 

 The values of the MSBs are found and the 

message bits are embedded accordingly. Let the number 

of message bits embedded are „n’. 

 No message bit is embedded at bit position „1‟ 

in stego signal. The bits to be embedded in the stego 

sample are decided on the basis of the Table 1. 

 
Table 1 Value of the Embedding bit 

 

Selected 

LSB value 

Corresponding 

bit value 

Value of the 

LSB in stego 

sample                 

(If msg bit 

=0) 

Value of the 

LSB in stego 

sample           

(If msg bit 

=1) 

0 0 0 1 

0 1 1 0 

1 0 0 1 

1 1 1 0 

 

 The corresponding bit value is predefined for 

each least significant (explained in the coming section).  

 After embedding the bits, again the 

modifications proposed for the MLSBs algorithm is 

applied in this algorithm, to get better results. 

 

In order to understand how this table is used 

and how the concerned corresponding bits are selected, 

an explanation is given below. Suppose the total number 

of message bits to be embedded is 6(n). Now the bit 

values at 1st bit and 6th bit (n) is examined and on the 

basis of the message bit, either 0 or 1 (looking from the 

Table 1) is embedded at 6th (nth) bit of the stego sample.  

Similarly the value at 2nd bit and 9th (2+(n+1)) bit, 3rd bit 

and 10th (3+(n+1)) bit, 4th bit and 11th (4+(n+1)) bit, 5th 

bit and 12th (5+(n+1)) bit, 7th bit and 14th (7+(n+1)) bit 

are found and on the basis of the message bits to be 

inserted, 2nd, 3rd, 4th, 5th ,6th and 7th bits of stego sample 

are changed using Table 2. It can be seen that no 

message is inserted at 8th bit (n+2).  

To further understand the proposed scheme, 

consider an example. 

 

Host (Cover) sample  

= 1 1 1 1 1 1 0 0 0 0 0 0 0 1 1 02 =2463910  

Message bits   = 1 1 1 1 0 0  

Now using Table 1 and 2 

 
 

 

 

Table 2 Value of the embedding bit and its  

corresponding bit values 

 

Selected 

LSB value 

Corresponding         

bit value 
msg bit 

Output value 

of selected 

LSB 

12nd 09th 1 11st 

13rd 010th 1 12nd 

14th 011th 1 13rd 

15th 012th 1 14th 

16th 11st 0 15th 

07th 114th 0 16th 

 

Stego sample (out put)= 1 1 1 1 1 1 1 0 0 0 0 0 0 0 1 1 

02 = 2470310 

The difference between this stego signal and the host 

(cover) sample is „64‟. To reduce this difference two 

methods are used. 
 

1. First use the modified MLSBs proposed 

method i.e. take complement of the value of 8th bit of 

stego sample and compare its value with the previous 

one, if any improvement is found so send it as it is . If, 

however no improvement is observed, no change is 

made in 8th bit. 

2. The value at 6th bit (n) and it corresponding 8th 

bit are complemented. And after taking complement, 

decimal value of this sample is compared with the 

previous value of the stego sample, if the value of new 

stego sample is closer to the host (cover) audio sample , 

these complements are sent as it is. However even if by 

taking the complement of 6th bit and 1st bit do not bring 

any improvement than the previous value of the stego 

sample is retained. 
 

In this example, implementing 1st method does 

not improve the results (or does not decrease the 

difference of the host and stego sample, in other words). 

However implementing 2nd method i.e. by taking the 

complement of the values of 1st and 6th bits, give better 

results.  

Host sample = 0 1 1 1 1 0 1 0 0 0 0 0 0 0 1 1 0 2 = 

2467010 

Now the difference of the host sample and stego sample 

has reduced to 31, which is inacceptable range.  
 

In order to recover the message bits at the 

receiver side. Each LSB and its corresponding bit of the 

received stego sample is Xored. The result of this 

Xoring will help us to find out the actual sent message 

bit i.e. if result is zero, the actual message bit is 0 and if 

the result is 1 then the   message bit is 1. It can be 

understood why 6th bit and its corresponding 1st bit are 

both complemented. By taking complement of one of 

them  and   leaving other    will create   problem  on  the  

receiver side, as the resultant Xored value and hence the  
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recovered embedded message bit will not be correct. 

Implementing this method has shown very good results. 

However the capacity of the cover (host) sample has 

decreased one bit per sample.  
 

3.     RESULTS AND DISCUSSION 

Experiments were carried out using electric 

piano as cover audio signal and piano, guitar and other 

musical organs were used as a secret message. All the 

proposed algorithms were implemented. 100000 host 

samples were selected and 20000 bits from the secret 

message were embedded. Each host sample was 

represented in 16 bits. Simulation was carried out using 

Matlab. The results of all the performed experiments 

along with the results are shown in Table 3 and the 

results of one of them (i.e. using  Electric piano as host 

(cover) signal and another piano as secret data ) is 

shown with the help of graphs (Fig. 1 to 6).    
 

 

Fig. 1 Comparison of the Multiple LSB 

algorithm and Modified Multiple LSB algorithm      
 

 

Fig. 2 Comparison of the Modified 

Multiple LSB algorithm and Xoring method 

 

 

Fig. 3 Comparisons of the Xoring method 

Mod-Multiple LSB, and Xoring method 

 

 

Fig.4 Comparison of the Multiple LSB , 

and Combined Mod-MLSB algorithm 

  

Table 3 presents all the results calculated for 

the different secret messages used. It clearly shows that 

for all the cases the values of the RMSE and MSE has 

decreased and the values of the SNR and PSNR has 

increased.  
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Fig. 5 Comparison of the Multiple LSB 

Algorithm Combined Mod-MLS and Enhanced 

VLSB Algorithm 

 

 

Fig. 6 Multiple LSB, Mod-MLSB, 

Xoring, and Enhanced Variable LSBs 

Table 3 Comparison of SNR, PSNR, MSE and RMSE using different audio files as secret messages for same cover file (Electric Piano) 

 

Cover Secret Implemented Algorithm  RMSE PSNR MSE SNR 

Electric 

Piano 

piano 

MLSBs 9.69 76.60 93.93 25.31 

Mod_MLSBs 8.34 77.90 69.59 26.61 

Xoring 7.99 78.27 63.96 26.98 

Combined MMLSBs & Xoring 5.74 81.14 33.01 29.87 

EnhancedVLSBs  6.24 80.41 38.99 29.14 

Guitar 

MLSBs 9.96 76.36 99.21 25.07 

Mod_MLSBs 8.51 77.72 72.44 26.44 

Xoring 7.75 78.54 60.10 27.25 

Combined MMLSBs & Xoring 5.64 81.29 31.87 30.02 

Enhanced VLSBs  6.20 80.47 38.52 29.20 

Musical 

organ  

MLSBs 9.90 76.41 98.03 25.13 

Mod-MLSBs 8.47 77.76 71.77 26.48 

Xoring 7.80 78.48 60.89 27.19 

Combined MMLSBs & Xoring 5.70 81.20 32.54 29.93 

Enhanced VLSBs  6.27 80.30 39.32 29.11 
 

 

4.                 CONCLUSIONS 
In this research an attempt has been made to 

decrease the distortion produced in the stego signal by 

proposing different schemes in Multiple Least 

Significant Bits algorithm, without decreasing the 

capacity of the cover signal. It can very easily be 

observed from the results that although the tradeoff 

between the capacity of the host (cover) sample and the 

quality of the stego signal still exist but this tradeoff has 

been reduced to a desirable level. The decrease in the 

capacity observed is one bit per sample, which, by 

looking to the improvement in the results, is acceptable. 

It can also be observed from the results, that if the 

receiver can keep a copy of the host cover signal then 

the combined method of Mod-MLSBs and Xoring can 

produce remarkable results. However the Improved 

MLSBs proposed scheme may be preferred, as it has no 

limitations.        

The algorithms proposed in the Enhanced 

Variable LSBs can also be used to embed the data in 

higher layers to get more secure transformation. Even 

by using this proposed scheme the capacity will not be 
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reduced much. However the tradeoff among noise 

produced , capacity and bit indices must be taken into 

considerations.    
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